Abstract. This paper discussed the vulnerabilities in e-voting system. E-voting is an electronic election or voting system that has strong implications in the life of the country that implement them that is classified in Safety Critical Systems. But there is some issues in the e-voting system. There are some vulnerabilities in this system that had been discuss by the previous authors. There is some propose solution provided by the previous author. In this paper some type of evoting has been chosen as the scope of the study. This study will discuss the type of vulnerabilities in e-voting and suggest some solution method to overcome the situation vulnerabilities.
Introduction
In a modern democracies country the election has done using an e-voting system. The use of computer base make the election process become more effective to gets the tally votes and also increase the numbers of voters. It is because the streamline method that use in e-voting. The main contribution of electronic voting and more specifically of internet-based voting systems is the support they offer for "voter mobility", allowing them to participate in an election from any location that provides Internet access. [1] .
E-voting as an electoral system has strong implications in the life of the country that implement them (Hapsara, 2011a, 2011b) that is classified in Safety Critical Systems (McGaley & Gibson, 2003) . Weakness in an e-voting system is likely to be exposed to create public distrust of the process and results of the election, which could lead to re-election. Distrust of a sustainable society can ultimately affect the stability of political, economic, social and nation, and endangering the course of the country and the safety of the people.
Electronic voting, otherwise known as e-voting, has become increasingly popular in our technology-driven world. Electronic voting systems for electorates have been in use since the 1960s when punched card systems debuted. Their first widespread use was in the USA where 7 counties switched to this method for the 1964 presidential election. [4 wiki] . Any election can be conducted using hand-counted paper ballots which are time consuming, costly, and error-prone hand counts and these reasons make the mechanical or computerized voting systems attractive.
E-Voting Definition
E-Voting indicate to electronic voting machines which utilize electronic ballots rather than papers which refers to computerized voting machines and it also know as directrecording electronic machines or DREs.
There are also hybrid systems that include an electronic ballot marking device (usually a touch screen system similar to a DRE) or other assistive technology to print a voter verified paper audit trail, then use a separate machine for electronic tabulation.
Component
Electronic voting is classified into two forms E-voting and I-voting [3] .
Special polling stations are instated for E-voting by official election organization and voters go to this stations on the specific day for voting .they can cast their ballots with pressing a key, touching the screen or scanning by using the available electronic supplies .this kind of voting has some advantages . The voting area and tools can monitored and can protect by officials and it provide more security but it is not comfortable for those people who do not have access to this station or disable people .
Voting is known as remote internet-voting too. In this mode voter can cast their ballot from every place through the internet. This kind of voting is convenient for those voters who are not able to leave their places or cannot go to election station for voting. I-voting need to have a strong security and the environment of network should be safe for transferring data but to performing the security for this model is not easy.
Vulnerabilities
Now for some voting equipment that is being developed that Internet voting technology. The problem of the device technology is the validity of the voter (voter authenticity), and the threats to undermine its technology in Internet Voting such as "virus" or software "Trojan Horse". Several issues of the problem of Internet voting are:
• Validity of voters • Prevention of voice doubling; etc.
Methodology
In this study, we has chose e-voting with web based application as our scope of study.
Here will show some of the systems that usually use for the voting process web base application. We will discuss the method that can be implemented to the e-voting system to ensure the security in the voting process.
Finger Print Method
Voters use fingerprints to login without user name and password, and the unique fingerprint of each person is different and difficult to forge. Furthermore, if otherwise eligible to vote, voters will choose candidates by touching the touch screen of the user interface. After the election period ends, the election head officer fingerprints are used to access the session count. Data vote counting results from the polling station level delivered to the Central Election Commission by leveraging web based technologies.
Purposes e-voting system
From the previous paper, there is mentioned some examples of e-voting system such as, E-Vox, e-VOTE and MarkPledge. Actually, besides the three systems is still a lot more e-voting systems have been developed and has been used in various countries. Selection of the three systems as a review of the literature in this paper because the system has a similar model and can be used as a reference in making models of webbased e-voting. All three systems have focused discussion on the same thing is security (security) and privacy (confidentiality). Secondly it is a very important factor for an e-voting systems can run well and be accepted by society.
Conclusion
In the era of technology that is proponent of using technology in every facet of the society with the aim of increasing efficiency, that electronic in voting process is inherently insecure being organized around human count or machine count. Furthermore it turns out that without proper audit of voting machines it is easier to tamper into digitally created results than it is possible to tamper results done on paper. It is not the machines nor people that can be held accountable, but actually electoral policies, especially policies of auditing results. E-voting system must meet certain guidelines such as ensuring that only registered voters vote, all votes counted, the right of voters make their choice without any influence, to protect the secret votes of the voters voting facilities with disabilities (PWDs). What is important, e-votes, if implemented in the near future, at least to reduce the reliance on conventional methods and should it is a system that is believed by all, especially candidates and voters.
